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Protecting your intellectual property
It's not just a person walking out the door
(Workplace News, February 2003)

By Barrie White
Companies should arm themselves with employment agreements outlining the use of confidential information and ownership of intellectual property because important assets reside within the employee walking out the door.


A compelling read in 2002 was The Art of Deception: Controlling the Human Element of Security. Written by legendary hacker, Kevin D. Mitnick, the book provides a guide for developing protocols and training programs to protect a company’s valuable information. Bruce Pollock says organizations often have contracts in place to protect outsourced IP but nothing for full-time staff. 

All well and good says lawyer Bruce Pollock. “Companies are spending a lot of money on security on their networks to keep people outside the company from getting in, but the reality is the bulk of the risk is with the people inside the company.”


While Mitnick’s security success surely stems from the adage it takes a thief to catch a thief, Pollock and Richard Brait come at it from the other side. They are intellectual property lawyers with the technology and employment group at Stikeman Elliott.


Pollock says, “It’s always an important issue for employers, but there are times when it’s a more acute concern, particularly for companies that rely more on the intellectual capabilities of staff.”


“When things were really hot in the tech and telecom boom, circa 1999, losing employees was the biggest issue companies had. It wasn’t just a guy going off to better his career: you were worried about losing a key piece of intellectual property,” says Brait.


While litigation can send a message to the competition as well as your remaining employees, it is costly and, for the most part, occurs after your intellectual property has already been breached.


Even knowledge of an organization’s structure is proprietary information, says Richard Brait. 

“One of the questions that hasn’t been resolved in Canada is if someone goes to a new employer and you really want to stop them or constrain their activities, it is very hard, unless you can prove some specific abuse of confidential information,” says Brait.

The U.S. does have a disclosure doctrine, which essentially says if you go to a new employer and because of the nature of your new position you’ll undoubtedly be strongly tempted to use the trade secrets of your former employer, a company can stop you from working there. But, Brait adds, it hasn’t been applied in Canada.

The importance of intellectual property and lack of concrete legal remedies should reinforce the fact that companies need to have systems and processes in place so when somebody leaves, that intellectual property isn’t lost as well.


At the start of an employment relationship, Pollock says, people aren’t so focused on what happens if they have to get divorced. “They are focused on getting married. It’s not pleasant to contemplate the end of the relationship. An employer with foresight starts to put those processes and in place, so that when the day comes, and it will in one form or another, you won’t be scrambling around.”


When doing due diligence for mergers and acquisitions, Brait is pleased to see the existence of employment contracts. “It is great to have the basics. But what really counts is that you capture the IP of these people, so that when employees or contractors walk out the door to go elsewhere, you actually have all the stuff they created for you stored in an intelligibly and accessible way.”


Pollock says organizations often have carefully crafted contracts in place to protect IP with outsourcing but next to nothing for their full-time staff.


Companies need comprehensive policies on confidential information, Internet and e-mail usage. It still remains to be seen if efforts such as monitoring Internet usage and e-mail conflicts with federal privacy legislation. At the very least, advises Brait, “a policy that is brought to employees’ attention outlining the rules is the prudent thing to do, and that creates an implied consent.”


Done wisely, monitoring is a useful tool that can tell the employer what areas of the business are under attack by a competitor. It can indicate whether there is inappropriate behaviour in terms of people transferring technology out the door.


Brait recommends companies have someone responsible do the monitoring and do it in response to a legitimate need to obtain data on what’s happening in a certain area, like exchanges with suppliers.


Obviously when an employee has signaled he or she is leaving, it might be prudent to step up the security. During the boom years, when people were going off to form new companies, monitoring what e-mails were being sent, what technical information, and where they were going proved effective.


A useful, though seldom used, tool a company can use for key departing individuals is having them sign a certificate of compliance, Brait and Pollock write in their paper, Confidentiality, Intellectual Property and Competitive Risk in the Employment Relationship. The document should cover the important pieces of confidential information, customer lists, and any other activities that are restrained under the employment agreement or ancillary agreements.


“Employers are very good at engagement letters with salaries, title, benefits but some of these other points are not as commonly addressed in hiring documents,” says Pollock.


Exit interviews are typically used as a means to tap into an employee’s dissatisfaction and why they are leaving. However in their paper, Pollock and Brait stress the importance of a thorough exit interview covering not only what intellectual property the employee has, where they are going, and who recruited them but also making employees more circumspect of what they can and can’t do in terms of patent and copyright law.


Aside from giving a legal leg to stand on, they may deter someone from acting purposely or inadvertently in an inappropriate manner, and they can provide some vital intelligence gathering.


If companies make a practice of doing these things and create a database for them, they can spot trends. “I was able to write to the president of one company and say 40 per cent of your R&D staff comes from our company, and here is the area they work in, and here’s where we’re concerned about our intellectual property being taken.” The raiding stopped then and there.


Departing employees aren’t usually reluctant to provide details of where they are going or sign confidentiality agreements, especially if the employer has a copy of the agreement they signed when they started there.

Pollock says, “Restrictive covenants are subject to a whole body of law unto themselves. Certainly in Ontario, non-competition agreements have found less favour than before, and they weren’t particularly well received by the courts even then. Non-solicitation and covenants tend to get a better reception from the courts because it is often viewed as a business interest worth protecting. We won’t restrict you from engaging in business, but we will restrain you from taking employees or customers with you.”


In some industries, taking other employees is even more crucial than getting customers.


Even without such agreements, says Brait, knowledge of the organization and who does what is proprietary information and so if someone leaves for an other employer and tells that employer who the key people in the department you should be going after, that’s inappropriate.

