Managing Mobile Devices for Work and Play: Tips
With the proliferation of smartphones and tablets in the
workplace, employers are struggling with a range of potential
legal issues that stem from the blurring of the line between
business and personal uses.
Mixed business and personal use of devices can allow
businesses to cut costs, drive innovation and boost employee
satisfaction. Yet, many of the very features that make portable
devices so appealing – data storage, computing power,
portability, audio and video recording, location tracking and
wireless connectivity – also raise challenges to legal compliance
and the protection and balancing of both employee and
organizational interests.
Businesses tend to approach shared personal and business use
of electronic devices in one of two ways:

Corporately Owned, Personally
Enabled (COPE):
Employees are permitted to use employer-supplied devices
for both work and personal purposes.

Bring Your Own Device (BYOD):
Employees are permitted to use their own devices for
business purposes, which often include access to corporate
networks, email accounts and document sharing platforms.

Whichever approach is undertaken, businesses need to be
aware of the legal issues and take steps to minimize the
associated risks.
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Managing Mobile
Devices
See page 2 for a break-down of
key concerns about mixed-use
mobile devices.
See page 3 for tips on how to
manage BYOD and COPE
environments.
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Key Concerns about Mixed-use Mobile Devices
Liability

Security

Mixed use of mobile devices can raise many of
the same issues as internet/network usage with
respect to potential employer liability for
employee uses of devices. Employees may
install or use unlicensed software, breach other
intellectual property rights, post illegal and
defamatory content and harass others. There
are increasing concerns in many jurisdictions
over potential employer liability for damages
caused by employees texting while driving.

Ensuring the security of data that may be
accessed through or downloaded to an
employee device is a prime concern with respect
to privacy law compliance, protecting
commercial interests, and other legal obligations
of confidentiality. Where there are weak controls
(or none at all) on the ability of employees to
download and store sensitive information on
portable devices, there is a significant risk of
unauthorized access or disclosure.

Privacy

Electronic Discovery

When permitting mixed use of
mobile devices, companies
must ensure compliance with
applicable privacy and data
protection laws for both
customer and employee data,
including ensuring that
personal information is used
only for the purposes for which
it was collected, that
individuals are permitted
access to information about
them and that personal
information is protected by
appropriate security
safeguards.

Storage of records and potential
evidence on employee-owned
devices can raise obvious
headaches in a litigation context,
where BYOD programs can add
significant complexity to the
discovery process and put
companies at risk of not meeting
discovery obligations.

Employment Issues

Confidentiality
Mixed use devices can
challenge an organization’s
ability to protect its own
commercially-sensitive
information, as well as
sensitive third party
information that it is legally
obligated to keep confidential.
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Mixed use mobile devices can also raise significant
challenges in the workplace, including potential liability for
additional compensation for after-hours work due to
expectations of 24/7 availability. Given the portability and
audio/video capabilities of many devices, they can also
lead to increased employer risks when employees use
devices to post discriminatory and harassing material on
social media and other platforms. Workplace investigations
of misconduct can be hindered by difficulties with employer
access to logs and data that are stored on an employee’s
own device and significant privacy issues are raised by the
monitoring of employee owned devices.
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Managing BYOD and COPE
There are many effective
mitigation strategies that
organizations can pursue to
protect their interests, while
allowing greater employee
freedom and flexibility:
A range of technical solutions
is available, including Mobile Device Management applications
that allow for varying degrees of protection and control over
employee devices, including restricting the installation of
software/applications, enforcing password protection and remote
locking and “wiping” of devices.

Perhaps most importantly,
organizations should clearly
communicate expectations and
policies to employees, and
obtain at least their implicit
consent. Policies should
explain how significant events
will be handled, including the
loss or theft of a device and
termination of employment. In particular, employees should be
advised of how BYOD policies might affect their reasonable
expectation of privacy and set out the circumstances in which
access rights may be restricted or stored data erased.

Risk can be further minimized
by training employees to be
security savvy and
implementing - and rigorously
enforcing - clear policies for the
acceptable use of mixed used
devices, including data
preservation and retention
requirements. Employees
should also be aware of the consequences of non-compliance
with BYOD policies.
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For further information, please contact your Stikeman Elliott representative or any lawyer in our
Communications Group listed at www.stikeman.com.
Subscribe to updates on a variety of valuable legal topics
from Stikeman Elliott’s Knowledge Hub.
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